	Lesson Title:
	(Anti)Cyberbullying – Help for Parents

	Class:
	EDET 722 ISD Team Project

	Teachers:
	Melika Anderson, Katelyn Brissey, Shelby Simmons, Nathan Winters

	Date:
	October 30, 2012

	Learner Characteristics:
	Learners are parents of Title I Students in the Colleton County School district. Majority of learners are 20-60 years old, African American, and at poverty-level with reading skills between 6-12 grade level and at least one child age 5-14 in the home.

	South Carolina K-12 Internet Safety Standards &
Objectives:
(Indicator Id)
	Standard 1: Students recognize their rights and responsibilities in using technologies within the context of today’s world. (1.1; 1.3)
Standard 3: Students recognize the ethical and legal issues while accessing, creating, and using digital tools and resources in order to make informed decisions. (3.5)
Standard 4: Students will recognize online risks and dangers in order to take appropriate actions to protect themselves while using digital tools and resources. (4.3; 4.7)

	Instructional Goals:
	

	Learner Tasks:
	1. Use Bookbuilder digital book to access/learn information about cyberbullying
2. Identify Cyberbullying symptoms/actions
3. Identify cyberbullying deterrents/anti-cyberbullying techniques
4. Implement Techniques to reduce, discourage, eliminate, and prevent cyberbullying among children

	Materials:
	None required, handouts/print outs available

	Duration:
	15-45 minutes (depends on instructor/learner activity selections)

	Anticipatory Set:
	Introductory Video highlighting a victim of cyberbullying

	Teaching Procedure:
	Instruction can be completed entirely online through website and bookbuilder book. Instruction should include details on how to use bookbuilder digital book. Information to help parents identify signs and types of cyberbullying and direct instruction on how to prevent cyberbullying will be presented.

	Script:
	Kids today use media and technology to communicate with their friends, play games, express themselves, and connect with the world.  

The reality is that kids spend far more time interacting with media than they do at school or with their parents. The average 8- to 18-year-old spends 7 ½ hours a day online, watching TV and movies, playing games, and listening to music. Kids no longer make a distinction between the “real” world and the “virtual” one. It’s all one and the same to them. 

The digital world offers amazing opportunities for kids, but as we’ll discuss – because it’s a world with a huge audience, where kids who crave recognition are rewarded for boundary-pushing behavior, and actions are separate from consequences -- there are also multiple challenges.

We’ll talk about all of these opportunities and challenges in the context of kids’ development and what’s different about media today than when we were growing up. Most importantly, I’ll offer tips on how you can help your kids be safe, smart, and responsible.

Many of these tips and the were developed by Common Sense Media, a national nonprofit organization dedicated to helping kids thrive in our digital world. More resources are available from Common Sense Media and other organizations.
Let’s discuss some facts about kid’s use of digital media:

Kids don’t think before they post - they often post stuff without really thinking about who will see it or how it might be interpreted. 

So damage to reputation is a serious concern, the information that kids see online informs the decisions they make, with many candidates not getting jobs or getting into their top schools because of online postings. 

In addition to drug use, older kids are often exploring their sexuality. They do this through texts, posting racy photos, and writing that might be inappropriate and even damaging to themselves and others. Again, they often don’t think about the consequences.  For example, kids can get themselves in trouble with the law or get other kids in trouble.

But kids this age just aren’t wired to think about consequences, and online consequences may not immediately be apparent to them. 

(Formative assessment: How often do children access media? How much media do your children have access to? What aspects of media interation do children often forget?)
Here are some basic rules of the road to get you started:

(Parent slide show available from commonsensemedia.org)
One: Embrace Their World 

Using digital media is part of what it means to be a kid today, and if you share your kids' enthusiasm for it, they're more likely to come to you for help navigating it. So learn how to make a Facebook page, figure out how to text, try uploading a video, and check out what that gaming box can do besides play games. A great way to do this is to ask your child for help and then do these activities together. That said, try not to invade boundaries – they need room to develop. 

Two: Encourage Balanced Use

A general rule of thumb is that the amount of time that kids spend with media and technology should be equal to time they spend doing other activities, whether that's hanging out with their friends face-to-face, spending time with their family, playing sports, or doing their chores. 

To help you and your kids manage their time, you can have them keep a media log to keep track – or use the Common Sense Family Media Agreement.

Three: Monitor media use as best you can

With WiFi, mobile devices, and now their laptops, it's nearly impossible to monitor everything that your kids are doing. That’s why it’s important to ask questions about what they’re doing and keep lines of communication open. 

You can encourage older kids to use media in areas that are easier for you to monitor, like the living room or kitchen. 

And if you want to go farther, you can make a "no cell phone or laptop" policy at bedtime and actually remove the devices from your kids' rooms at a specified time. This will help them get much-needed sleep – and help you know that they're not behind closed doors texting with their friends at 2 a.m. 

(Formative Assessment: What can you do at home to protect your children from predators and overuse of media? Why is that important?)

(content from cyberbullying tip sheet, available as handout)
What is Cyberbullying?

Spreading rumors and bullying is nothing new. Kids have always found ways to be cruel to one another. But today’s kids are dealing with something much more sinister: cyberbullying. Kids are now using their cell phones and computers to hurt, humiliate, and harass each other.

And it’s reaching epidemic proportions. They’re not just receiving nasty comments, but also getting demeaning text messages, embarrassing photos, and snide opinion polls. This type of bullying is especially disturbing because it is constant, pervasive, and very, very public.

What are some examples of cyberbullying? 
Whether it’s creating a fake Facebook or MySpace page to impersonate a fellow student, repeatedly sending hurtful text messages and images, or posting cruel comments on the Internet, cyberbullying can have a devastating effect. Nasty comments, lies, embarrassing photos and videos, and snide polls can be spread widely through instant messaging (IM) or phone texting, and by posts on social networking sites. It can happen anytime — at school or home — and can involve large groups of kids. The combination of the boldness created by being anonymous and the desire to be seen as “cool” can cause a kid who normally wouldn’t say anything mean face-to-face to show off for other kids. Because it’s happening in cyberspace, it can be completely undetectable by parents and teachers.

Why it matters – dangers of cyberbullying:

Nothing crushes kids’ self-confidence faster than humiliation. And just imagine a public humiliation sent instantly to everyone they know. Sadly, hurtful information posted on the Internet is extremely difficult to prevent or remove, and millions of people can see it. 

Most cyberbullying happens when adults aren’t around, so parents and teachers often see only the depression or anxiety that results from being hurt or bullied. This emotional damage can last a lifetime.

(Formative Assessment: What is cyberbullying? Give an example of cyberbullying? Why is cyberbullying dangerous? Do you have any experience with cyberbullying?)
How can you protect children from suffering from cyberbullying or becoming a cyber bully?

»»Give them a code of conduct. Tell them that if they wouldn’t say something to someone’s face, they shouldn’t text it, IM it, or post it.

»»Ask your kids if they know someone who has been cyberbullied. Sometimes they will open up about others’ pain before admitting their own.

»»Establish consequences for bullying behavior. If your children contribute to degrading and humiliating people, tell them their phone and computer privileges will be taken away.

Parent tips for elementary school kids

»»Keep online socializing to a minimum. Let your kids use sites like Webkinz or Club Penguin where chat is pre-scripted or pre-screened.

»»Explain the basics of correct cyber behavior. Tell your kids that things like lying, telling secrets, and being mean still hurt in cyberspace.

»»Tell your kids not to share passwords with their friends. A common form of cyberbullying is when kids log in to another child’s email or social networking account and send fake messages or post embarrassing comments. Kids can protect themselves from this

by learning early on that passwords are private and should only be shared with their parents.

Parent tips for middle school kids

»»Monitor their use. See what they’re posting, check their mobile messages, and let them know you’re keeping an eye on their activities.

»»Tell your kids what to do if they’re harassed. They shouldn’t respond or retaliate, they should block bullies immediately, and they should tell you or an adult they trust. They shouldn’t delete the messages because in persistent cases, the content should be reported to a cell or Internet Service Provider.

»»If your kid is doing the bullying, establish strict consequences and stick to them. That goes for cruel or sexual comments about teachers, friends, and relatives.

»»Remind them that all private information can be made public. Posts on friends’ walls, private IMs, intimate photos, little in-jokes can all be cut, pasted, and sent around. If they don’t want the world to see it, they’d better not post or send it.

»»Don’t start what you don’t want to finish. Chat in online games and virtual worlds can get ugly fast. Make sure your kids are respectful because hurtful retaliation happens all the time.

Parent tips for high school kids

»»Tell kids to think before they reveal. At this age, kids experiment with all sorts of activities, many of which should not be made public. Remind your teens that anything they post can be misused by someone else.

»»Remind them they aren’t too old to ask for your help. There are things some kids can handle on their own, but sometimes, they just need help. Coming to their parents isn’t baby-ish; it’s safe.
(Formative Assessment: How can you protect children from suffering from cyberbullying or becoming a cyber bully?)

Possible Activities:

Now let’s look a case study:

Attacked from All Sides

Eric gets a lot of pressure from his parents to do well in school. Other kids in school tease him because he works so hard but still gets poor test scores. He gets instant messages and text messages during the day and at night about his poor grades. The word “loser” is in most of them, and the language becomes stronger every day. Today he received a text from a number he did not recognize, with a photo of his body with a turkey’s head. A thought bubble above the picture reads: “Why am I so STUPID? What a *!*#&** I am.” Eric thinks Alexis, the most popular girl in the eighth grade, is behind the message.

Ask the following questions to help your child think about cyberbullying and how to deal with it:

1. What forms of cyberbullying did the students use on Eric? What is your evidence?

2. How do you think Eric feels? What elements of this situation make him feel this way?

3. Do you think Eric should tell his parents about the cyberbullying?

4. What qualities do you think a “trusted adult” should have? Who are these people in your life? In what ways can a trusted adult actually be effective?

5. If Alexis was the bully, what could school personnel, such as the principal, do or say to Alexis to make her realize that her behavior is wrong?

6. Have you ever been part of, or heard of, a situation similar to this? If so, share the story without using names or details.

Election Sabotage

Tanya is pretty popular. She is running for class president. The election is a week away, and Tanya is neck and neck with Sara. Sara’s friends decide to sabotage Tanya. They create a fake social network page for Tanya. They use a photo of Tanya for her profile picture, and for her interests, they write: “partying, making fun of anything ASIAN, loving myself.” Most of the students at the school are Asian, and rumors start to spread that Tanya is a racist. As election day nears, Sara’s friends start to flame Tanya with texts that say things like “racist” almost every hour.

1. What forms of cyberbullying did Sara’s friends use on Tanya? What is your evidence?

2. Do you think there is ever a good reason for impersonating someone else online or creating a profile about them?

3. Do you think Sara knew what her friends were doing? What is Sara’s responsibility in this?

4. What do you think the consequences should be for Sara and her friends if the school finds out?

5. If you found out about what happened, would this be a reason not to vote for Sara?

6. Have you ever been part of, or heard of, a situation similar to this? If so, share the story with the group without using names or details.

Closure:

As a parent, you have a lot of power to protect and influence your children. If you set the example by monitoring children’s time with media, and teach the principles of internet safety, and helping children develop self-regulation skills, you can prevent cyberbullying. 

	Formative Assessments: Checking for Understanding
	Student Self Assessment Questions:
What is cyberbullying?

How does cyberbullying affect children?

Give an example of a cyberbullying situation:

(Questions from activities)

	Summative Assessments: Ensure Mastery of Objectives
	Repeat formative assessments, assessments from activities.
Including:

Identify Cyberbullying symptoms/actions:
Identify cyberbullying deterrents/anti-cyberbullying techniques:
What techniques can you use to reduce, discourage, eliminate, and prevent cyberbullying among children?

	Resources for Learners:
	See references section.


